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IU Cybersecurity Risk Management

Multidisciplinary Program (Law, Secure
Computing, & Business)

Built on IU’s Cybersecurity Certificates
Applied Cybersecurity Risk Management

Capstone i
Online courses available E
Cohort: 80+ (Fall 2017) o o
Advisory Council .
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https://cybersecurityprograms.indiana.edu/
https://cybercertificates.indiana.edu/
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Ostrom Workshop Program on
I Cybersecurity & Internet Governance

« Goal: Applying polycentric principles
to cybersecurity challenges

* Insight: Leverage nested
governance structures that may be
small in scope and scale, but start
somewhere!

« Literatures: Regime complex,
linkages, network effects, institutional
analysis

* Potential Issues:

o Fragmentation
o Gridlock Ostrom Workshop

o Ethical and Political Pitfalls

w CYBERSECURITY PROGRAM
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Context

- Books
— Governing New Frontiers in the Information Age: Toward Cyber
Peace (Cambridge University Press, 2019)

— The Internet of Everything: What Everyone Needs to Know (Oxford
University Press, 2019)

 Articles

— Smart Factories, Dumb Policy? Managing Cybersecurity and Data
Privacy Risks in the Industrial Internet of Things

— Measuring the Impact of the NIST Cybersecurity Framework: Results
from the Telecommunications Industry

— Rethinking Active Defense: A Comparative Analysis of Proactive
Cybersecurity Policymaking

— The Sport of Cybersecurity: How Professional Sports Leagues are
Trying, and Falling Short, in Protecting their Players, Fans,
Franchises, and Trade Secrets
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Defining the Cyber Threat

To Companies

« Theft of IP is Costly — by some
estimates (McAfee) more than
$400 billion annually

« Widespread — at least 19 million

people in 120 nations

« Easy —more than 30,000 sites
with malware available for
download

« Expanding — Internet of
(Every)thing

w INDIANA UNIVERSITY

To Countries

e Fear of “Electronic Pearl
Harbor” (overblown?)

» Protecting critical national

infrastructure

HAT WILL THE
WARRIOR- GUARDIAN

OF THE FUTURE
LOOK LIKE®



http://cybermap.kaspersky.com/
http://www.informationisbeautiful.net/visualizations/worlds-biggest-data-breaches-hacks/
https://www.youtube.com/watch?v=MK0SrxBC1xs
http://arstechnica.com/security/2016/05/how-a-security-pros-ill-advised-hack-of-a-florida-elections-site-backfired/
https://www.shodan.io/
http://www.bbc.co.uk/news/technology-16754276
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The Internet of Everything —
Exploring Technical Vulnerabilities & Internet
Governance Lessons

The number of connected objects is rising exponentially
— &0 billion+ connected objects expected by 2020

200 MM Q)-By

1995 2000 2011 2020 2030

Source: Oliver Wyman analysis
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Select U.S. Efforts to Secure lloT

 U.S. Federal Efforts

— Federal Trade Commission

— NIST Cybersecurity Framework & loT

— Recent Enacted & Proposed Legislation
* National Defense Authorization Act
* NIST Small Business Cybersecurity Act
 loT Cybersecurity Improvement Act of 2017
* Privacy Bill of Rights

« 116" Cong.: Critical Infrastructure, Workforce
Development, Bug Bounty, & Supply Chain

« State-Level Efforts

— California 2018 Consumer Privacy Act
w INDIANA UNIVERSITY




FTC Cybersecurity Best Practices

1. Start with Security

2. Compartmentalize Access to Data

3. Require Secure Passwords & Authentication

4. Store/Transmit Personal Info Securely S

5. Segment & Dynamically Monitor Networks

6. Secure Remote Access W
7. Cybersecurity-Awareness Training ¢ '
8. Ensure Security of Service Providers _
9. Regularly Update Security Practices | >
10. Secure Paper, Physical Media & Hardware

w INDIANA UNIVERSITY
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State-Level Cybersecurity Laws

Coverage
Hacking, Unauthorized All 50 States
Access, Computer Trespass,
Viruses, Malware
All 50 States

Data Breach Notification
Laws

Anti-Phishing Laws 23 States: Alabama, Arkansas, Arizona,
California, Connecticut, Florida, Georgia,
lllinois, Kentucky, Louisiana, Michigan,
Minnesota, Montana, New Mexico, New
York, Oklahoma, Oregon, Rhode Island,
Tennessee, Texas, Utah, Virginia,
Washington, and Guam
25 States: Alabama, Arizona, Arkansas,
California, Connecticut, Delaware, Florida,
Georgia, lllinois, Indiana, Louisiana,
Mississippi, Missouri, Nevada, New
Hampshire, North Carolina, Ohio,
Oklahoma, Pennsylvania, South Carolina,
Tennessee, Virginia, Washington, West
Virginia, and Wyoming
20 States: Alaska, Arizona, Arkansas,
California, Georgia, Hawaii, lllinois,
Indiana, lowa, Louisiana, Nevada, New
Hampshire, New York, Pennsylvania,
Rhode Island, Texas, Utah, Virginia,
Washington, Wyoming, Guam, and Puerto
Rico
5 States: California, Michigan,
Connecticut, Texas, and Wyoming

Anti-Denial of Service/DDoS
Laws

Anti-Spyware Laws

Anti-Ransomware
Laws/Computer Extortion
Laws

w INDIANA UNIVERSITY

. Description |
All fifty states have enacted laws that generally
prohibit actions that interfere with computers,
systems, programs, or networks.

A total of twenty-three states and Guam have
enacted laws targeting phishing schemes. Many
other states have laws concerning deceptive
practices or identity theft that may also apply to
phishing crimes.

There are twenty states and two U.S. territories
have laws expressly prohibiting use of spyware.
Other state laws against deceptive practices,
identity theft, or computer crimes in general may be
applicable to crimes involving spyware.

Currently four states have statutes that address
ransomware, or computer extortion; however, other
state laws prohibiting malware and computer
trespass may be used to prosecute these crimes as
well.
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GDPR Operational Impacts & NIS

Directive

. Cybersecurity & Data Breach Requirements
Mandatory Data Protection Officer
Consent
Cross-Border Data Transfers _ X General

Data

1

2

3

4.

5. Profiling | Protection
6

7

38

9

1

Regulation
Data Portability
Vendor Management
Pseudonymization
Codes of Conduct & Certifications
0. Consequences of Non-Compliance

*Source: IAPP
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https://iapp.org/resources/article/top-10-operational-impacts-of-the-gdpr/
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Highlights of China Cybersecurity Law

Personal information The Cybersecurity Law clearly states requirements for the
protection collection, use and protection of personal information.

Critical information The Cybersecurity Law frequently mentions the protection of
infrastructure “critical information infrastructure’.

“Network operators” are the owners and administrators of
Network networks and network service providers. The Cybersecurity
operators Law clarifies operators’ security responsibilities.

: The Cybersecurity Law requires personal
Presewat!on of o information/important data collected or generated in China to
sensitive information be stored domestically.

Critical cyber equipment and special cybersecurity products
can only be sold or provided after receiving security

certifications.
Legal Enterprises and organisations that violate the
liabilities Cybersecurity Law may be fined up to RMB1,000,000.

*Source: KPMG
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Cybersecurity Due Diligence Matrix
Establish and Maintain ML

- Define and implement strategies, frameworks and policies for cybersecurity (e.g., protection of
critical information infrastructure), and its governance, for the state and private actors in its
jurisdiction

- Introduce or adopt domestic laws and requlation relevant to cybersecurity and cyber crime

- Establish and maintain capabilities to respond and react to cyber incidents (e.g. computer
security incident response team)

- Define and implement technical standards, measures, and best practices (e.g., vulnerability
patching) for cybersecurity

- Define and maintain organizational processes and mechanisms for cybersecurity

- Provide training, education, and certification for individuals and organizations

- Engage in collaboration on cybersecurity such as through Budapest Convention (e.g.,
information sharing, law enforcement, intelligence) with domestic and international actors

Control and Enforce
- Hold ownership or exercise regulatory control over critical infrastructure

- Conduct review and control of information technology deployed in critical infrastructure

- Enforce compliance with regulations and policies
Monitor and Assess
- Monitor and assess cyber risks and threats landscape

*Source: Unpacking the International Law on Cybersecurity Due Diligence:
Lessons from the Public and Private Sectors, 17 CHICAGO J. INT'L L. 1 (2016)
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: Suffered Cyber
Regulating loT Globally Attack in Past 12
?
» Governance Spectrum Months:
Cybersecurity Governance Spectrum Ve
*Market-Driven *State-Centric =No
< > Approach Favored in
USA UK EU Israel  Russia ~ China Managing Cyber Attacks?

* “Voluntary” vs.
“Regulatory” Approaches

m Regulatory
m Voluntary
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Cybersecurity Governance Spectrum

	*Market-Driven						*State-Centric









	USA		UK		EU	Israel		Russia	China
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Role of International Law

« Toward a Law of Cyber Peace?

* Minilateral Agreements

_ a7 — Countermeasures
_ G20 — State R.esponses
_ UN GGE — Analogies
« Unpacking ‘Cybersecurity Due * Nuclear War
Diligence’ » OQuter Space
« Antarctica
— B Var — Other Applicable Accords
N = « Mutual Legal Assistance
AEYEER Treaties

WARFARE

* Vienna Convention on
T - Diplomatic Relations

*Source: CCDCOE *Source: ITU » Bilateral Investment Treaties

« Summary: It's a patchwork, but it'’s a
beginning!

w INDIANA UNIVERSITY
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Fixing an Internet of Broken Things

1. Deeper cooperation both within and between
loT sectors

2. Develop standards for loT devices using the
NIST CSF and CPS as guides

3. Promote flexible, guidance-driven
frameworks to promote resilience, including
In supply chains

4. Use government contracting as a mechanism
to promote cybersecurity due diligence

5. Boost FTC and SEC resources to go after
bad actors and enforce reporting
requirements

w INDIANA UNIVERSITY



https://www.csmonitor.com/World/Passcode/Passcode-Voices/2016/1026/Opinion-How-to-fix-an-internet-of-broken-things
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Is this a Market Failure?

Cybersecurity as Social Responsibility

 Problems: Is there a tragedy of the cyber commons?
Putting it another way, is there a market failure here?
Where does cost-benefit analysis fall short?

« ldea: Measure impact of a firm’s operation on the broader
Internet ecosystem.

« Some Applicable Tools:
— Integrated Reporting
— Certificate Programs
— Precautiona ry Princi o) le *Source: www.keepoklahomabeautiful.com
 Drawbacks?

w INDIANA UNIVERSITY



http://database.globalreporting.org/
http://www.cyberessentials.org/
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Can Tech Save us? The (Potential)

Benefits of Blockchain
* Rise of Bitcoin

« Defining a Blockchain

« Potential to revolutionize contracting/supply
chain management

B.C. 15 4 BLOCKCHAIN

WELL GUYS.. BAD NEWS.,
IF YOU PON'T APOPT
. BLOCKCHAIN VERY SOON...

\

@ o]

L e = M - - @
Tkt e le e i s Mt A rghts eesatved Faonbock oAt pomic =22 Dist by Crndtons

*Source: B.C. Team
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https://www.youtube.com/watch?v=gcwnpvODd-8
http://spectrum.ieee.org/video/computing/networks/video-the-bitcoin-blockchain-explained
http://www.coindesk.com/how-to-sue-a-decentralized-autonomous-organization/
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How About Cyber Risk Insurance?
« Growth of Market

— 2003: Approx. $100m
— 2016: Approx_ $1 3b Growth in U.S. Cyber Risk

Insurance Marketplace (2003-16)

* Benefits

— Lifeline

— Sample Plan
 Costs

— Reactive

— Hard to Quantify Risk “Source: Betterley Risk
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Defining “Cyber Peace”
Vatican’s Pontifical Academy of Sciences Erice
Declaration on Principles for Cyber Stability and
Cyber Peace

1. All governments should recognize that international law guarantees individuals the free flow of
information and ideas; these guarantees also apply to cyberspace. Restrictions should only be as
necessary and accompanied by a process for legal review.

2. All countries should work together to develop a common code of cyber conduct and harmonized
global legal framework, including procedural provisions regarding investigative assistance and
cooperation that respects privacy and human rights. All governments, service providers, and users
should support international law enforcement efforts against cyber criminals.

3. All users, service providers, and governments should work to ensure that cyberspace is not used in
any way that would result in the exploitation of users, particularly the young and defenseless,
through violence or degradation.

4. Governments, organizations, and the private sector, including individuals, should implement and
maintain comprehensive security programs based upon internationally accepted best practices
and standards and utilizing privacy and security technologies.

5. Software and hardware developers should strive to develop secure technologies that promote
resiliency and resist vulnerabilities.

6. Governments should actively participate in United Nations’ efforts to promote global cyber
security and cyber peace and to avoid the use of cyberspace for conflict.

w INDIANA UNIVERSITY
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Thank you!

sishacke@indiana.edu
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